
TRACKER ANALYSIS
Detection techniques for  
data journalism research

The study of ‘telling data’, or when snooping  
is salutary for research

Digital forensics: Repurposing Google Analytics IDs
When an investigative journalist uncovered a covert network of Russian websites in July 

2015 furnishing disinformation about Ukraine, not only did this revelation portend the 

state-sponsored influence campaigning prior to the 2016 US presidential elections. It also 

popularized a network discovery technique for data journalists and social researchers 

(Alexander, 2015). Which websites share the same Google Analytics ID (see Figure 11.1)? If 

the websites share the same ID, it follows that they are operated by the same registrant, be 

it an individual, organization or media group. The journalist, Lawrence Alexander, was 

prompted in his work by the lack of a source behind emaidan.com.ua, a website that 

appears to give information about the Euromaidan protests in 2013–2014 in Ukraine that 

ultimately forced out the pro-Russian Ukrainian president in favour of a pro-Western one. 

In search of the source, and ‘intrigued by its anonymity’, Alexander (2015) dug into the 

website code.

Viewing the source code of the webpage, he found a Google Analytics ID (see Figure 11.2), 

which he inserted into reverse look-up software that furnishes a list of other websites 

using the same ID. He found a (star-shaped) network of a single Google Analytics ID 

linked to eight other websites (in Figure 11.1 at the top), sharing a similar anti-Ukraine 

narrative. One of those websites also used an additional Google Analytics ID, which led 

to another cluster of related websites (in Figure 11.1 at the bottom to the right), also of 

similar political persuasion. Examining the whois records of several of these domains, he 
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news-region.ru

syriainform.com

worldukraine.com.ua

zanogu.com

adamants.ru
whoswho.com.ua

yapatriot.ru

material-evidence.com

rueconomics.ru

rueconomy.ru

UA-41128422

UA-53176102

UA-53585314

UA-53159797

UA-47768234

Figure 11.1 Website network discovered through (shared) Google Analytics IDs.

Source: Alexander, 2015.

found an associated email address, and subsequently a person’s profile and photo on 

VKontakte, the Russian social networking site. The name of this person he then found on 

a leaked list of employees from the Internet Research Agency in St Petersburg, known as 

the workplace of the Russian government-sponsored ‘troll army’ (Chen, 2015; Toler, 

2015). Drawing links between data points, Alexander put a name and face on a so-called 

Russian troll. He also humanized the troll somewhat, by pointing to his Pinterest hobby 

page, where there is posted a picture of Russian space achievements. The troll is a 

Cosmonaut space fan, too.



TRACKER ANALYSIS   231

Employing so-called ‘open source intelligence’ tools as discovery techniques (and also dig-

ital methods in the sense of repurposing Google Analytics and reverse look-up software), 

Alexander and other journalists make and follow links in code, public records, databases, 

and leaks, piecing it all together for an account of ‘who’s behind’ particular operations 

(Bazzell, 2016). ‘Discovery’ is an investigative or even digital forensics approach for jour-

nalistic mining and exposure, where one would identify and subsequently strive to contact 

the individual, organization or media group to interview them, and grant them an oppor-

tunity to account for their work. The dual accountings – the journalist’s discovery and the 

discovered’s explanation – constitute the story to be told. The purpose is to make things 

public, to wring out of the hairy code of websites the covert political work being under-

taken, and to have this particular proof acknowledged (Latour, 2005a).

Google Analytics ID detective work has a lineage in the practice of unmasking anonymous 

online actors through exploits, or entry points to personally identifiable data that had not 

been foreseen by its creators. Mining Google Analytics IDs for network discovery and map-

ping is also a repurposing exercise, using the software in an unintended fashion for social 

research. The originator of the technique, Andy Baio, a journalist at Wired magazine, tells 

the story of an anonymous blogger posting highly offensive material, who had covered his 

tracks in the ‘usual ways’: ‘hiding personal info in the domain record, using a different IP 

address from his other sites, and scrubbing any shared resources from his WordPress install’ 

(Baio, 2011). Baio identified him because the blogger shared a Google Analytics ID with 

other websites he operated in full view. The cautionary tale about this discovery and 

unmasking technique concludes with Baio providing a safety guide for other anonymous 

bloggers with a just cause, such as those monitoring Mexican drug cartels, whose discovery 

could lead to danger or even loss of life. Here one also could test the robustness of the 

anonymity, and inform the journalists working undercover online of any vulnerabilities or 

potential exploits.

Discovering ‘telling data’ as research practice
Digital discovery concerns itself with code that leads to ‘telling data’. On the websites rep-

resented in the Russian network diagram in Figure 11.1 there are digital objects, linked to 

data, concerning the websites’ provenance. For example, on these websites a preponder-

ance of Russian tracker and other objects is present: Yandex metrics, Yandex verification 

This autoincremented number is
your Google Analytics account ID.
Add or subtract one to see who
signed up before and after you. 

Your website
profile number,
incremented
from1

The prefix stands for
Urchin Analytics. the web
analytics service bought
by Google in 2005 

The Google Analytics ID

UA-866594-2
Figure 11.2 Google Analytics ID, annotated.

Source: Baio, 2011.
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software, Nginx servers as well as traces of components from Rambler and VKontakte (see 

Figure 10.3). Each may have registrants’ information or clues that would lead one to the 

owner, and perhaps to his other properties, so that a more elaborate and telling network 

map can be fashioned, not so unlike those plotted by law enforcement agents tracing tax 

evasion or money laundering.

Metadata forensics

Apart from these components on the websites, there are other digital objects that are tell-

ing, including images. One may comb through the metadata of the websites’ images by 

uploading them to software such as FotoForensics; it outputs the name of the image editing 

software (such as Photoshop) that created and modified each image, together with the 

precise version. In the event, a variety of the websites in the Russian network has images 

modified with the same version of the same software, indicating a single hand behind the 

editing.

Photo forensics also can furnish the name of the camera model and make that took a pic-

ture, together with the date and other so-called EXIF data, such as geolocation, or where 

the photo was taken, especially if snapped from a smartphone. Not all data is available per 

image. Indeed, it may have not been completely stored (as is often the case with .png files), 

but it also may have been purposively wiped.

Cloaking

Apart from discovery, a forensic research practice could begin to understand the extent to 

which the user has been cloaking himself. Active cloaking could be a strong indicator of 

covert activity. How many of these websites in the network have been wiped of production 

(image editing software traces), distribution (tracker code) and ownership traces (domain 

records)? Are they consistently cleansed of the same traces? Does the website owner cover 

up more traces than in the ‘usual ways’, for example, the default options of known, stand-

ard services available for making account information ‘private’? Here one would notice the 

difference between professional covert activity and, say, a consumer who takes great care 

in shopping discreetly. As the web is securitized, more and more account information may 

be private by default or routinely made so.

One other website in the Russian network is worth mentioning, material-evidence.com, for 

it too was the source of investigative journalism a year earlier, as it bore signs of influence 

campaigning and anti-Ukrainian propaganda (Cush, 2014). It is the website that accompa-

nies the photo exhibition ‘Material Evidence – Chaos, Civil War, World Terror in the  

21st Century’, which has toured internationally in such cities as Berlin and New York. A 

journalist digging into the exhibition (and its website) found a cloaking practice in the 

physical media on display, too. The photos have no credits, and there are otherwise no 
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names of photographers in sight. Moreover, on the website, the only contact information 

is the generic email address, truth@material-evidence.com. Here purposive anonymity lies 

in plain view on the exhibition walls as well as on the website interface.

The covert and the discreet

As touched upon above, it is worthwhile to put forward the distinction between stud-

ying and uncovering covert versus discreet, protective or preventive activity (Whitford 

and Prunckun, 2017). They all refer to having activities remain undisclosed, but each 

implies different motives, and draws from distinctive vocabularies – one more from 

intelligence, military or policing, and the others from activism, awareness-raising and 

consumer protection. Rather than covert activity, discretion could be behind trace-cov-

ering. Activists and some NGOs may wish to leave no footprint as a matter of standard 

working practice, given routine surveillance regimes and the prospects for data error, 

misuse, cross-use, leakage and breach. Something similar may be said for wary consum-

ers actively opting out of behavioural targeting online. Having a ‘do not track’ option 

activated in one’s browser and signing up one’s telephone number on ‘do not call’ 

registries are measures designed for consumer protection against a range of practices 

from ads following users around the web to robocall intrusion and predatory lending. 

Another form of consumer media literacy would be to leave no traces so as to prevent 

being bullied, harassed, stalked, trolled or otherwise made to feel uncomfortable 

online. These behaviours may be contrasted with those in the Russian influence cam-

paigning case (both online and in the exhibition), where the investigative journalists 

were not identifying acts of discretion, awareness-raising or consumer protection, but 

uncovering covert ‘ops’, and in making them public, seeking disclosure and accounting 

by those behind the activities.

Figure 11.4 Pepper-spraying cops of California (2011) and Istanbul (2013), memefied and rendered as 
multi-coloured, stencilled graffiti. Banksy-style stencil, ‘Casually Butterfly Everything’ posted on Reddit, 
source: GeneralLudd, 2011, and ‘The more you press, the bigger it gets’, source: Gruber, 2013.
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From digital forensics to media theory critique
Studying covert and discreet activity online are of interest when seeking to make a discov-

ery and have one’s own account as well as the discovered one’s made public. It also has the 

purpose of showing (and explaining) exposure, and the potential risks appertaining. 

Training courses and lists of pointers follow, as do larger studies undertaken to contribute 

to societal awareness-raising of exposure and media literacy.

Digital forensics, often deployed in the evidential arena and investigative reporting, may 

also be used for scholarly purposes. How to make use of ‘forensic’ camera data for social 

and media research? What can cookies and third-party elements make visible that chal-

lenges contemporary claims and enables research findings?

To begin with photo forensics, one may examine the data embedded in pictures found 

online, including significant ones made at major protest events, determine the cameras 

that took them, the software that edited them, and critique claims about the pervasiveness 

and impact of user-generated content and citizen journalism, including the distinctive 

narratives of events they make vis-à-vis those of more established news (Van Dijck, 2009; 

Wall, 2015). One also may make accounts of the ‘editorial’ (or co-authorial) practices of 

engines. Are crowds taking the significant pictures, and do engines and platforms serve 

predominantly crowd content? While social media and crowd platform users may be gate-

watching (actively filtering mainstream media), might the engines be filtering out crowd 

content (Bruns and Highfield, 2015)?

The lady in red and other Gezi Park picture data

As a case in point, in 2013 protests took place in Gezi Park in Taksim Square, Istanbul, 

against a planned urban development project, which over the course of a few days became 

a larger anti-government protest camp, in the style of the Occupy movement. Police, 

dressed in riot gear and dispensing tear gas and pepper spray, sought to disperse the pro-

testers so that the plans for the new shopping mall could proceed, and the bulldozers could 

resume their earth-moving. On the first day of Occupy Gezi (28 May), a woman in a red 

dress, carrying a tote bag, was pepper-sprayed by a policeman, and the image became both 

iconic and memefied, expanding on the theme (and meme) of the ‘pepper spraying cop’ 

from a Californian college protest two years earlier (Testa, 2013; see Figure 11.4). ‘The lady 

in red’ image spread in the (Western) news and online, reaching and maintaining the top 

of Google Image search results for [“Gezi”] for weeks. Variations on the image, both on 

hand-held banners and street graffiti as well as on websites and social media posts, captured 

the message of an increasingly authoritarian government (under the then Prime Minister, 

later President, Erdoğan) and bottom-up resistance (Toor, 2013). In an accompanying 

media crackdown, Turkish authorities chilled and fined the press (for reporting, among 

other things, the 3.5 million-strong protests), and delegitimized and eventually censored 
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Twitter for the crowdsourced stories and accounts available in the platform via such hash-

tags as #ayfagakalk (‘stand up’) (Tunc, 2013). The story of Gezi Park (‘Twitter and Tear Gas’) 

has been written through hybrid eyewitness and remote event analysis (Yaman, 2014; 

Tufekci, 2017), but one question remains concerning how the engines and platforms han-

dled the content. Rather than discuss Twitter (Varnali and Gorgulu, 2015; Karkın et al., 

2015), here the inquiry is about how Google Images portrayed the protest events of May to 

July 2013. Which images flowed to the top of the engine results for [“Gezi”], and whose 

were they? Do crowdsourced images dominate engine results? Whose story of the events of 

Gezi Park do they tell?

Crowdsourced and professional pictures in Google images

The question has to do with the crowd as source, and the engines’ capacity to capture and 

portray it. The research weighs into accounts of the power of user-generated content and 

citizen journalism, and especially the relationship between top engine content and the 

pictures taken by the smartphone-carrying legion. It concerns the work of engines ranking 

and serving it over the duration of the protests. How to determine whether the significant 

accounts of the protests were from citizen media and ‘of the crowd’? To what extent can 

camera data shed light on the origins of top engine content overtime?

In Google Images one may capture the most highly ranked images, day by day, using the 

date range in advanced settings, and note which particular images persist (and which fall 

from the ranks). One may also load the captured images into software that reads their 

(EXIF) metadata, showing the camera brands and the editing software (if any). Has it been 

taken with a Canon EOS and edited in Canon’s Digital Photo Professional? Or has it been 

taken on an iPhone, and left unedited? The grade of camera and the use of editing software 

provide indications of professional photojournalist, citizen journalist and/or crowd 

contributions.

Having arrayed the top images outputted day to day on a timeline, to begin with, one could 

inquire into the engine’s style of output. Is it raw, newsy, or more editorially curated? That 

is, are the top images fresh content, day to day, or do the same ‘select’ images abide? The 

analysis could draw upon Vilém Flusser’s (2000) documentarist or visualist distinction of 

photographic work: the images may document events (stationary outlook) or visualize 

perspectives (distinct angle). Secondly, there is also the question of the provenance of those 

images that make it to the top. The highly returned images may be the product of profes-

sional journalism, prosumer citizen journalists or the crowd (however much that 

distinction may be productively blurred).

In the event, from the image data, it is found that the iconic image (of ‘the lady in red’) 

remains at the top as time goes by – not surpassed by the graffitied additions to its meme 

collection, incidentally (see Figure 11.5). Thus Google Images, unlike Facebook, would not 

deserve the moniker of meme machine, but rather of editorial engine. But the ascendant 



Figure 11.5 Timeline of top images on Google Image Search for the query, [Gezi], 26 May to 2 July 
2013, with ‘the lady in red’ image moving in and out of the top slot, followed by ‘the water cannon’, both 
police reaction images (protest and violence).

Source: De Amicis et al., 2013.
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content is also not of the day, in an event-following, news sense; it is rather iconic, a one-

time, special visual angle. Here the image search engine appears to play the role of a 

magazine and of broadcast media, turning a particular image (or a small set of them) into 

iconic ones that then are repeated over time across the media landscape. The images also 

derive from the early days of the protests, and are thus also sticky, as if ‘pinned’ to the top, 

granting pride of place to the scoops, or early originality rewarded.

Camera brands and models that took the top pictures

What else is of interest from the camera data for our research purposes? With respect to the 

picture-takers, the top images that endure are from particular camera brands and models, 

such as a Canon EOS or Nikon D series (both professional grade, the latter retailing at 

€5000). At the top are not cheap pictures, so to speak; however, much lower down in the 

ranks (and by overall quantity) more economical, pocket-sized devices are well represented. 

Relating the price of the cameras that take the most visible pictures at crowded events to 

their placement in engines is a practice enabled by the availability of EXIF data as well as 

online price catalogues. More conventionally, one also can find, manually, the picture cred-

its of the top three images: photographers at Reuters (lady in red) and the Associated Press 

(water cannon and green, peaceful sit-in) took the pictures. The overall point, though, con-

cerns the dominance of types of coverage, and the extent to which the so-called ‘flood of 

citizen content’ and ‘pop-up news ecologies’ of protest camps and social media events are 

able to ascend, both in rankings as well as narrative (Wall and el Zahed, 2014; Aday et al. 

2013). Ultimately, the more iconic but also violent protest images (police heavy-handedness 

covered in more established news) rise to the top and maintain their place, but the peaceful 

protest in the green park (an early crowd narrative) also endures, albeit lower down.

Tracker research and the politics of disclosure
When considering capturing and analysing cookies and other trackers embedded in web-

sites, one may take on an investigative outlook as well as an academic one, examining 

conceptual claims, as above. To begin with, the journalistic story-driven exercises described 

here take advantage of the discoveries (to be made public) of trackers on certain websites: 

Jihadi websites that publish heinous acts and recruit extremists house Western ad-revenue 

software. In another discovery exercise, third-party trackers, serving data to corporate inter-

ests, reside on government websites. Extensions of such discovery work differentiate 

between tracker types on mainstream as well as junk or so-called fake news websites. As 

trackers proliferate, there is also the larger question of where on the web – a space increas-

ingly undergoing platformization – the user is not watched. How to identify the trackerless 

web? Is it dying, or is there a particular vibrancy that may serve as an alternative space 

online?
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Jihadi banner ads

With respect to the investigative outlook, a Financial Times headline read: ‘Jihadi website 

with beheadings profited from Google ad platform’ (Cookson, 2016). The strongly worded 

newspaper article pointed out that a jihadi recruitment site (with extremist content) had 

an AdSense account, serving clickable banners from other major Western firms (such as 

Citigroup, IBM and Microsoft), earning income for the website and the cause. The multi-

nationals also received traffic and visibility in the jihadi online environment. Upon 

learning of the discovery and asked for an accounting of it, Google cancelled the AdSense 

account, and discussed how it violated its terms of service. The multinational advertisers, 

moreover, were unaware of their poignant placement, and also pledged vigilance going 

forward, lest their brands be damaged.

In the above case, one takes note of a jihadi website running an ad banner, discovers its use 

of Google AdSense and other off-the-shelf Western tracking and ad-generating software, 

and confronts Google (and the advertisers) with those facts. Such an undertaking could be 

less observational (the approach of noticing a single banner) and more forensic and sys-

tematic in a multiple-site inquiry; in a data journalism exercise, one could curate a longer 

list of jihadi websites, ranked perhaps by traffic and expertly categorized by well-known-

ness and extremism. To determine whether the highest trafficked, best-known and most 

extreme jihadi websites are using Google Analytics (for example), one would pass the sites’ 

code through software to extract trackers and other digital objects (see Figure 11.6). 

Expanding upon the above theme of jihadi use of Western software to generate revenue 

(and damage reputations), the outputs possibly could introduce the story of a more wide-

spread use of Western software by nefarious actors, and even (known) negligence after 

earlier promises of policy change or vigilance. Financial news may couch the story in legal-

ity, corporate social responsibility and/or brand sensitivity, though allowing the use to 

persist presumably enables the monitoring of visitors to jihadi websites, too. One could 

perform a similar undertaking for porn websites, where in asking for an accounting the 

question of public image and taste may weigh more upon the firms than unbroken terms 

of service. In the event, it was found that specific trackers are behind that genre of website 

(such as DoublePimp), though Google, DoubleClick and Facebook Connect all make 

healthy appearances, too (Helmond et al., 2016).

Governmental cookies

One last example of the investigative outlook concerns institutional websites which would 

not be expected to place cookies and third-party trackers. What is a government website 

putting in my cookies folder? Indeed, over a decade ago students and I discovered that an 

EU website was setting a cookie, without any privacy policy listed on the site, or indication 

how the data would be used. When we notified the EU webmaster, we were thanked, with 

the addendum that they would look into the matter (and presumably stop setting a cookie 
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until there was a policy, though we did not pursue the matter further). Some years later, 

cookies were no longer primarily considered aids for remembering user preferences and the 

lubricant for frictionless surfing (Elmer, 2003). They had become part of an ecosystem, 

together with so-called ‘third-party elements’, that enable the tracking of behaviour across 

the web (pulling data from users) as well as the customization of content and ads delivered 

(pushing content to users) (Gerlitz and Helmond, 2013).

Indeed, in the early 2010s, as the great cookie debate was under way in Europe that ulti-

mately resulted in user consent notices popping up in one’s browser, surveillance researcher 

Lonneke van der Velden took up the question of Dutch governmental cookie placement and 

especially the presence of third-party elements on government websites. She inquired not 

just into isolated incidents (like the single EU site we encountered without a privacy policy), 

but across the entire national governmental web landscape, some 1100 sites as listed in the 

registry (van der Velden, 2012). Over half of the active sites she found contained third-party 

elements, especially Google Analytics but also Facebook Connect and other ad and content 

delivery networks (see Figure 11.6). In all, the conclusion was that the governmental sites 

were not only playing their ‘visible role as the main public service providers, but also con-

tributing to the information economy by sharing (personal) data with major corporations’ 

(van der Velden, 2014). The participation of the government in the tracking infrastructure 

was made visible. At the time of writing, overheid.nl and rijksoverheid.nl (the two main 

governmental portals) had been cleansed of trackers, but their other partner, ondernemer-

splein.nl, is still running Google Analytics and related add-ins.

Tracking over time
Exposing (unknown or under-researched) entanglements of Western firms with repressive, 

extremist or otherwise dubious actors and milieux, and making them account for that 

consumption of corporate product, are examples of making things public with tracker 

forensics. The approach is not dissimilar, in spirit, to fingerprinting Western censorship 

and surveillance software in use by repressive regimes, as discussed in the internet censor-

ship chapter. In the other example, public sector websites are serving commercial interests 

with site visitor data, a practice that ought to be worthy of exposure and accounting. Van 

der Velden (2012) kept a running account of the exposure research in the form of a ‘third-

party diary’, making public her findings through research blog entries.

Beyond those cases deserving of investigation and public exposure, there are research use 

cases, too, that seek to make new claims or examine existing ones about the prevalence and 

implications of tracking online, over time. Has tracking increased over time, both in scope 

as well as in depth? Is more data being shared increasingly with third parties? One could 

examine the kinds of trackers and third-party elements in use on everyday news websites 

and compare that usage over time. What kind of trackers have been present on the New 

York Times from 1996 onwards, when the website was first archived (see Figure 11.7)?  



242  DOING DIGITAL METHODS

Trackers on the New York Times 1996-2011 

DoubleCIick

Microsoft Atlas

LinkShare 

Dynamic Logic

ValueClick Mediaplex

BlueStreak 

Epic Marketplace

Google Affiliate Network

Bridge Track 

Omniture 

Dotomi 

Advertising.com 

Didi! Maestro 

Media Mind

lnsightExpress

CheckM8 

Turn 

DoubleClick Spotlight

24/7 Media 

Insight Express

EyeWonder 

NedStat 

Tacoda 

Web Trends 

[x+l] 

lnterpolls 

PointRoll 

Unicast 

Google Adsense

TruEffect 

Nextag ROI Optimizer

Adconion 

NetRatings SiteCensus

Brightcove 

VoiceFive 

Vizu

19
96

19
97

19
98

19
99

20
00

20
01

20
02

20
03

20
04

20
05

20
06

20
07

20
08

20
09

20
10

20
11

19
96

19
97

19
98

19
99

20
00

20
01

20
02

20
03

20
04

20
05

20
06

20
07

20
08

20
09

20
10

20
11

ad

tracker

analytics

widget

Figure 11.7 Tracker names and types found on nytimes.com over a 15-year period, indicating both a rise 
in overall tracking as well as specialized data sharing. Data from DMI’s Tracker Tracker tool, Ghostery and 
the Wayback Machine of the Internet Archive.

Source: Helmond et al., 2012. See also: Helmond, 2017.
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Have they become more invasive (extracting more and more data) and permissive (sharing 

more and more data with third parties)? Could one characterize the newspaper as compar-

atively more invasive and permissive than others, whether they are quality, tabloid or even 

‘fake news’ sources? More poignantly for the newspaper perhaps, is the New York Times 

similar to a tabloid and to ‘fake news’ websites in its tracking? In order to undertake such 

work, one would extract the trackers and third-party elements from the archived versions 

of the newspaper at the Wayback Machine of the Internet Archive and use Ghostery’s data-

base (or another) to begin to gain an understanding of the trackers’ characteristics that 

have been operating, and how they have changed over time. One would do the same for 

other newspapers.

Such techniques have been put into practice in the study of the ‘techno-infrastructure’ of 

fake news websites (Bounegru et al., 2017). It has been found that mainstream news sites 

are quite distinctive in their deployment of trackers compared to ‘fake news’ sites, where 

the former have engaged in more behavioural and customized tracking, and the latter in 

cheaper, off-the-shelf product (see Figure 11.8). In making such findings, one can begin to 

shed light on the user strategies of fake news websites vis-à-vis the mainstream. The one is 

for all takers, so to speak, and the other appears to be more personalized, following in the 

footsteps of online services that increasingly customize content (and behaviourally tar-

geted advertising) to fit history and preferences.

The platformization of the web
A larger question concerns the rise of social media and engines, and the decline of the open 

(content) web through its platformization, most palpably in the spread of Facebook’s login 

and tracking mechanisms, across website types from commercial to non-governmental and 

so forth (Roosendaal, 2012). Is the open web disappearing or under dire threat, as its inven-

tor, Tim Berners-Lee, claimed on the anniversary of its twenty-fifth year? Even more 

broadly, along the same lines one could inquire into the normalization of tracking, where 

one’s remit would be to seek the ever-shrinking web that remains tracker-free. Where to 

find websites not participating in the turn to monitoring? Are they in particular sectors, or 

in certain countries? Are they mainly lifeless websites, or do some still thrive without user 

data? Should they be curated and showcased in a critical art exhibition?

Anne Helmond (2015) has discussed platformization as the double logic of ‘extending’ 

platforms across the web and making websites ‘platform-ready’. For a platformization pro-

ject, it may be of interest to chart across websites the use of Facebook as login mechanism 

as well as the Facebook social buttons (as trackers) and map the larger ecosystem, examin-

ing at the same time that which is independent of it. One may consider a snapshot or a 

more longitudinal approach, checking for the creep of Facebook across the web, as 

Googlization scholars once spoke of Google’s ‘free’ model, taking over such hallowed  

institutions as the library as well as highly competitive areas such as comparative shopping 
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websites (Vaidhyanathan, 2011). The latter ultimately resulted in an investigation by the 

European Union, and a multi-billion dollar fine being levied.

To study platformization one may use the Internet Archive’s Wayback Machine, and cap-

ture segments of the web (or representative sets of parts of the web), using top-level and 

second-level domains, such as .com, .org and .gov, as well as particular countries and their 

second levels. Once some nominal (small-scale) commercial, non-governmental, govern-

mental and national webs are curated, the URLs may be passed through the Tracker Tracker 

tool, and thus Ghostery’s database, to gain a sense of the similarities and differences in 

tracking cultures. Thereupon the historical work may begin, collecting URLs from years 

past, and fetching them through Tracker Tracker. It should be noted that it appears that 

Ghostery’s database is cumulative, and thus not unlike a virus collector’s, which would 

maintain ‘old’ viruses as they likely still ‘survive’ on machines with outdated software. In 

Ghostery’s case, historical trackers remain, and their signatures can be found on older 

webpages.

Where the network discovery stops 
(and starts again)
As indicated, the purpose of network discovery and other digital forensics techniques, 

often developed in the evidentiary arena, is to make visible and public certain sources that 

would rather remain undisclosed, as in the case of the Russian influence campaign men-

tioned at the outset. Embedded digital object mapping, such as with trackers and 

third-party elements, may be utilized for exposing ethically dubious commercial practices 

(use of Western advertising software by jihadi websites) as well as ill-advised governmental 

undertakings (such as the use of analytics software that passes citizen online activity to 

advertising companies). The outcomes of these discovery and exposure exercises are shown 

(where possible) to the influence campaigners, commercial companies and governmental 

agencies so that the disclosure accounts may be acknowledged and responded to. The dual 

accountings – made public – constitute the story.

It is worthwhile to point out that exposure techniques are misused, such as when trolls 

dox, or spread personally identifiable information to harass and otherwise victimize. With 

widespread use of search engines and social media platforms, exposure techniques are also 

becoming routinized, well beyond the work of trolls. In putting forth the notion of ‘lateral 

surveillance’ and ‘peer-to-peer monitoring’, Mark Andrejevich (2005) writes of the rise of 

online prying practices ‘associated with marketing and law enforcement to gain informa-

tion about friends, family members’ and others. Indeed, users of social media not only keep 

up with friends, but also look up and look at people (Joinson, 2008). Platforms cooperate. 

In the early days of social networking sites, one’s profile information often was available 

by default to friends only; over the years, concomitant with the development of granular 

privacy settings, more and more of one’s self and content have been made public by default 
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(boyd and Hargittai, 2010; McKeon, 2010). The settings may be well used, especially by the 

youthful and the skilled, but researchers nowadays still speak in terms of a ‘privacy para-

dox’, where there is great concern on the part of users but also vast self-exposure (Barnes, 

2006; Kokolakis, 2017). Perhaps the more nuanced view of caring about privacy and still 

(over)sharing is the point made by Zeynep Tufekci (2008), who argued that youthful users 

are seeking to ‘optimize’ the relationship between ‘disclosure and withdrawal’. There is also 

the idea that data may be public, but its (research) use would violate the ‘contextual integ-

rity’ of the user, who does not consider the socializing space of the platform to be a site of 

surveillance or analysis (Nissenbaum, 2009; Werbin et al., 2017).

Conclusions: Salutary snooping
Rather than being driven by the routinization of sniffing around online (if you will) or by 

the ‘open source intelligence techniques’ themselves, the starting points for the media and 

social research projects discussed above are often claims made about phenomena related to 

new media (the power of the crowd and the spread of online surveillance), the under-re-

searched (the depiction of an ongoing event in Google Images), or the seemingly novel 

(fake news websites). The repurposed natively digital objects, together with the extraction 

and reverse look-up software, become less tools for ‘intelligence’ work and more the jump-

ing-off point for ‘inventive methods’, in that they have a ‘variety and variability of 

[research] purposes’ (Lury and Wakeford, 2012: 5). The extracted EXIF camera and editing 

software data may be able to shed light on ‘crowd sources’ of the dominant pictures in 

‘pop-up news ecologies’ at major events. Cookies and trackers, when extracted from web-

sites and categorized in the collection database (such as Ghostery’s), can be made to show 

the pervasiveness and permissiveness of surveillance and personal data extraction. When the 

presence of trackers on archived websites is added, an over-time dimension enriches the 

research outcomes. Analytics and third-party elements on websites can be mapped in order 

to put on display commercial data infrastructures, including those of fake news websites.

Finally, mention was made above of what could be called the applied hacker ethics of writ-

ing a safety guide for anonymous bloggers doing undercover work, scanning for 

vulnerabilities and potential exploits and exposure, and quietly communicating the results. 

Thus, there are also forms of salutary snooping.



Carry out the protocols for network  
discovery, crowdsourced content, tracker 

comparison, or tracker-free web
RESEARCH GOAL To follow one of the four research protocols concerning network discovery, 

camera picture data, and tracker analysis, either in the contemporary moment or over time.

1 A network discovery and thematic characterization using Google Analytics and/or AdSense IDs.

a Curate list of ‘suspect’ websites, by which is meant that they are anonymous, or their 

source is underspecified or not well attributed.

b Identify Google AdSense and/or Google Analytics IDs on the websites and create a 

spreadsheet with the websites in one column and the IDs in two subsequent columns.

c Use the Table 2 Net software to transform the spreadsheet into network data.

d Import the network data file into Gephi (or other network analysis software) and visualize.

e Annotate (and narrate) the network, discussing the commonalities in its clusters and nodes.

2 An analysis of the ‘crowdsourced’ content of a major event, and the consideration of the extent 

to which the significant content (and the narrative it tells) is ‘of the crowd’.

a Curate a set of images from an event, and look up each image’s EXIF data, using EXIF 

data viewing software.

b Note the camera that has taken each picture and make a spreadsheet with at least 

the camera make and the picture name. You may wish to add a column for the editing 

software and version.

c Characterize cameras as professional, prosumer or consumer grade.

d Consider looking up retail prices of the cameras.

e In the analysis, demonstrate the extent to which the image content of the major event is 

‘user-generated’ or professional. Consider hybrid categorizations such as prosumer or 

produser.

3 An analysis of the trackers on a set of sectoral or national websites, including on mainstream 

versus fake news sites:

a Curate a list of websites in one of two ways. Either the list is sectoral, for example, 

governmental, non-governmental, commercial, and educational sites. (Other categories 

may be added.) Or the list is national, sourced from Alexa or through another approach.

b Run the list through the Tracker Tracker tool. It outputs a .csv file as well as a .gexf file for 

Gephi.

VIDEO 9 Data 
journalism research
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c Examine the results with the .csv file. Here one may be interested in the amount as well 

as types of trackers per URL, or URL type (e.g., governmental and non-governmental). 

Visualize the results using Gephi. The relationships of interest are between the URLs and 

the trackers, and the extent to which certain clusters emerge that indicate (sectoral and/or 

national) patterns.

4 An over-time analysis of the trackers on one or more (sets of) websites, with the optional 

consideration of whether there is a part of the web that is (relatively) tracker-free.

a Curate a list of websites as in 3 above.

b Retrieve Wayback Machine URLs (from archive.org) for each website from regular intervals 

in the past. Optionally, using the digital methods tool, Internet Archive Wayback Machine 

Network Per Year, retrieve the URLs of past versions of the websites, annually.

c Run the list of Wayback Machine URLs per website through the Tracker Tracker tool.

d Consider visualizing the number of trackers per website over time. Also of interest is the 

type of trackers over time per website.

Resources
• Firefox Lightbeam add-on (visualizes trackers on the websites visited).

• Ghostery add-on (provides information on the trackers on the websites visited).

• Tracker Tracker tool by the Digital Methods Initiative, https://wiki.digitalmethods.net/Dmi/

ToolTrackerTracker.

• Video tutorial on the use of the Tracker Tracker tool, https://www.youtube.com/watch?v=UZpOrt-

jkyno

• Google Analytics reverse look-up, https://www.tcpiputils.com/reverse-analytics/. The tool also

provides reverse lookups for Google AdSense IDs.

• Gephi (the Open Graph Viz Software), https://gephi.org/.

• Table 2 Net software by Media Lab, Sciences-Po, http://tools.medialab.sciences-po.fr/table2net/


